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INTRODUCTION

POLICY STATEMENT

The Health and Social Care Information Centre (HSCIS) collects information with the purpose
of improving health and care for everyone. The information collected may be used for:

e Working out what care services are needed — and where and when.

Planning for health emergencies such as epidemics

Helping to improve medicines and treatments.

Finding better ways to prevent illness and treat conditions.

Calculating how much GPs and other providers are to be paid.

PRINCIPLES

NHS Digital is a data controller and has a legal duty, in line with the Data Protection Act
1998, to explain why it is using patient data and what data is being used. Similarly, CORRAN
SURGERY has a duty to advise patients of the purpose of personal data and the methods by
which patient personal data will be processed.

STATUS

The practice aims to design and implement policies and procedures that meet the diverse
needs of our service and workforce, ensuring that none are placed at a disadvantage over
others, in accordance with the Equality Act 2010. Consideration has been given to the
impact this policy might have in regard to the individual protected characteristics of those to
whom it applies.

This document and any procedures contained within it are non-contractual and may be
modified or withdrawn at any time. For the avoidance of doubt, it does not form part of your
contract of employment.

TRAINING AND SUPPORT

The practice will provide guidance and support to help those to whom it applies understand
their rights and responsibilities under this policy. Additional support will be provided to
managers and supervisors to enable them to deal more effectively with matters arising from
this policy.
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SCOPE

WHO IT APPLIES TO

This document applies to all employees, partners, and directors of the practice. Other
individuals performing functions in relation to the practice, such as agency workers, locums,
and contractors, are encouraged to use it.

WHY AND HOW IT APPLIES TO THEM

Everyone should be aware of the practice privacy notice and be able to advise patients, their
relatives, and carers what information is collected, how that information may be used and
with whom the practice will share that information.

The first principle of data protection is that personal data must be processed fairly and
lawfully. Being transparent and providing accessible information to patients about how their
personal data is used is a key element of the Data Protection Act 1998.

DEFINITION OF TERMS

PRIVACY NOTICE

A statement that discloses some or all of the ways in which the practice gathers, uses,
discloses and manages a patient’s data. It fulfils a legal requirement to protect a patient’s
privacy.

DATA PROTECTION ACT (1998)

The Data Protection Act (DPA) controls how your personal information is used by
organisations, businesses, or the government.

INFOMATION COMMISIONOR’S OFFICE (ICO)

The UK’s independent authority set up to uphold information rights in the public interest,
promoting openness by public bodies and data privacy for individuals.

GENERAL DATA PROTECTION REGULATION (GDPR)

The GDPR replaces the Data Protection Directive 95/46/EC and was designed to harmonise
data privacy laws across Europe, to protect and empower all EU citizens’ data privacy and to
reshape the way in which organisations across the region approach data privacy. The GPDR
came into effect on 25 May 2018.

DATA CONTROLLER

A person who (either alone or jointly with other persons) determines the purposes for which
and the manner in which any personal data is, or is to be, processed.

DATA SUBIJECT
An individual who is the subject of personal data.
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COMPLIANCE WITH REGULATIONS

GDPR

In accordance with the GDPR, this practice will ensure that information provided to subjects
about how their data is processed will be:

e Concise, transparent, intelligible, and easily accessible.
e Written in clear and plain language, particularly if addressed to a child; and

e Free of charge

DPA 1998

In accordance with the DPA 1998, this practice will ensure that any personal data is
processed fairly and lawfully and:

e The practice will not use the data in ways that have unjustified, adverse effects on
the individuals concerned.

e We will be transparent about how we intend to use the data and give individuals
appropriate privacy notices when collecting their personal data.

e We will handle people’s personal data only in ways they would reasonably expect

e We will not do anything unlawful with the data.

COMMUNICATING PRIVACY INFOMATION

At CORRAN SURGERY, the practice privacy notice is displayed on our website, through
signage in the waiting room, and in writing during patient registration. We will:

e Inform patients how their data will be used and for what purpose.

e Allow patients to opt out of sharing their data, should they so wish.

WHAT DATA WILL BE COLLECTED?
At CORRAN SURGERY, the following data will be collected:
e Patient details (name, date of birth, NHS number)
e Address and NoK information
e Medical notes (paper and electronic)
e Details of treatment and care, including medications
e Results of tests (pathology, X-ray, etc.)

e Any other pertinent information
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TYPE 1 AND TYPE 2 OPT-OUTS

Patients who wish to opt out of data collection should contact reception to register a Type 1
opt-out; this is an objection that prevents an individual’s personal, confidential information
from being shared outside this practice, except when it is being used for the purposes of
direct care, or in particular circumstances required by law, such as a public health
emergency like an outbreak of pandemic disease.

NHS Digital collects information from a range of places where people receive care. If a
patient does not want personal, confidential information to be shared beyond NHS Digital,
for purposes other than for their direct care, they can register a Type 2 opt-out at this
practice.

PRIVACY NOTICE CHECKLIST

The ICO has provided a privacy notice checklist which can be used to support the writing of
the practice privacy notice.

PRIVACY NOTICE TEMPLATE

A privacy notice template can be found at Annex A.

SUMMARY

It is the responsibility of all staff at CORRAN SURGERY to ensure that patients understand
what information is held about them and how this information may be used. Furthermore,
the practice must adhere to the DPA 1998 and the GDPR, to ensure compliance with extant
legal rules and legislative acts.
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ANNEX A—PRACTICE PRIVACY NOTICE

CORRAN SURGERY has a legal duty to explain how we use any personal information we
collect about you, as a registered patient at the practice. Employees at this practice maintain
records about your health and the treatment you receive in electronic and paper format.

WHAT INFORMATION DO WE COLLECT ABOUT YOU?

We will collect information such as personal details, including name, address, next of kin,
records of appointments, visits, telephone calls, your health records, treatment and
medications, test results, X-rays, etc. and any other relevant information to enable us to
deliver effective medical care.

HOW WE WILL USE YOUR INFOMATION

Your data is collected for the purpose of providing direct patient care; however, we can
disclose this information if it is required by law, if you give consent or if it is justified in the
public interest. The practice may be requested to support research; however, we will always
gain your consent before sharing your information with medical research databases such as
the Clinical Practice Research Datalink and QResearch or others when the law allows.

In order to comply with its legal obligations, this practice may send data to NHS Digital when
directed by the Secretary of State for Health under the Health and Social Care Act 2012.
Additionally, this practice contributes to national clinical audits and will send the data that is
required by NHS Digital when the law allows. This may include demographic data, such as
date of birth, and information about your health which is recorded in coded form, for
example, the clinical code for diabetes or high blood pressure.

Processing your information in this way and obtaining your consent ensures that we comply
with Articles 6(1) (c), 6(1) (e) and 9(2) (h) of the GDPR.

MAINTAINING CONFIDENTIALITY AND ACCESSING YOUR RECORDS

We are committed to maintaining confidentiality and protecting the information we hold
about you. We adhere to the General Data Protection Regulation (GDPR), the NHS Codes of
Confidentiality and Security, as well as guidance issued by the Information Commissioner’s
Office (ICO). You have a right to access the information we hold about you, and if you would
like to access this information, you will need to complete a Subject Access Request (SAR).
Please ask at reception for a SAR form and you will be given further information.
Furthermore, should you identify any inaccuracies; you have a right to have the inaccurate
data corrected.
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RISK STRATIFICATION

Risk stratification is a mechanism used to identify and subsequently manage those patients
deemed as being at high risk of requiring urgent or emergency care. Usually this includes
patients with long-term conditions, e.g. cancer. Your information is collected by a number of
sources, including CORRAN SURGERY; this information is processed electronically and given
a risk score which is relayed to your GP who can then decide on any necessary actions to
ensure that you receive the most appropriate care.

OPT-OUTS

You have a right to object to your information being shared. Should you wish to opt out of
data collection, please contact a member of staff who will be able to explain how you can
opt out and prevent the sharing of your information; this is done by registering a Type 1 opt-
out, preventing your information from being shared outside this practice.

RETENTION PERIOD

In accordance with the NHS Codes of Practice for Records Management, your healthcare
records will be retained for 10 years after death, or if a patient emigrates, for 10 years after
the date of emigration.

COMPLAINTS

In the unlikely event that you are unhappy with any element of our data-processing
methods, you have the right to lodge a complaint with the ICO. For further details, visit
ico.org.uk and select ‘Raising a concern’.

CHANGES TO OUR POLICY

We regularly review our privacy policy.
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